The content for computer science GCSEs

Introduction

1.

The GCSE subject content sets out the knowledge, understanding and skills

common to all GCSE specifications in a given subject. Together with the assessment
objectives it provides the framework within which the awarding organisations create the
detail of their specifications, so ensuring progression from key stage 3 national
curriculum requirements and the possibilities for development into A level.

Subject aims and learning outcomes

2.

All specifications in computer science must build on the knowledge,

understanding and skills established through the computer science elements of the
programme of study for computing at key stage 3, satisfy the computer science
elements of computing at key stage 4 and enable students to progress into further
learning and/or employment.

GCSE specifications in computer science should enable students to:

understand and apply the fundamental principles and concepts of computer
science, including abstraction, decomposition, logic, algorithms, and data
representation

analyse problems in computational terms through practical experience of solving
such problems, including designing, writing and debugging programs

think creatively, innovatively, analytically, logically and critically

understand the components that make up digital systems, and how they
communicate with one another and with other systems

understand the impacts of digital technology to the individual and to wider society

apply mathematical skills relevant to computer science

Subject content

Knowledge and understanding

standard algorithms, including binary search and merge sort
following and writing algorithms to solve problems including
e sequence, selection and iteration
e input, processing and output
how particular programs and algorithms work

the concept of data type, including integer, Boolean, real, character and string,
and data structures, including records and one- and two-dimensional arrays

representation of numbers in binary and hexadecimal; conversion between these
and decimal; binary addition and shifts

representation of text, sound, and graphics inside computers

Boolean logic using AND, OR and NOT, combinations of these, and the
application of logical operators in appropriate truth tables to solve problems

the purpose and functionality of systems software, including the operating system
and utility software

characteristics of systems architectures, including

e CPU architecture, including Von Neumann and the role of the components
of the CPU in the fetch-execute cycle

e main and contemporary secondary storage and ways of storing data on
devices including magnetic, optical and solid state

o data capacity and calculation of data capacity requirements
e hardware components and embedded systems
networks and the importance of:
e connectivity, both wired and wireless
o types of network
e common network topologies
e network security

o the concept of networking protocols, including Ethernet, Wi-Fi, TCP/IP,
HTTP, HTTPS, FTP and email protocols

cyber security: forms of attack (based on technical weaknesses and behaviour),
methods of identifying vulnerabilities, and ways to protect software systems
(during design, creation, testing, and use)

the ethical, legal and environmental impacts of digital technology on wider
society, including issues of privacy and cyber security

characteristics and purpose of different levels of programming language,
including low-level language

Skills

5.

GCSE specifications must require students to develop the following skills:

take a systematic approach to problem solving including the use of
decomposition and abstraction, and make use of conventions including pseudo
code and flowcharts

design, write, test and refine programs, using one or more high-level
programming language with a textual program definition, either to a specification
or to solve a problem

use appropriate security techniques, including validation and authentication

evaluate the fitness for purpose of algorithms in meeting requirements efficiently
using logical reasoning and test data’

use abstraction effectively
o to model selected aspects of the external world in a program

o to appropriately structure programs into modular parts with clear, well-
documented interfaces

apply computing-related mathematics
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The algorithm in Figure 4 is the binary search algorithm designed to search for a [ | [ | 112 In a functional programming language, a recursively defined function named map and Department
G S E Problem: cows and Bulls value within an array. a function named double are defined as follows: ? 1 Selecting and approaching a project e e for Education
_ _ ) Figure 4 s _ ) )
: O s s s I — 18 ke T £ 1.1 Selecting a project V GCE AS and A level subject content for computer
duplicat :A X le of a valid randomly- ted number is 1234. An ex le of an invalid e T inalu : Ut'are not part of the algorithm. - * e project will take a significant amount of time to complete and contributes 20% to the overa PUb"C examination at the end Of a 2 ear course, t ica" StUdied b 16 to 18 ear OIdS. science
Public examination at the end of a 2 year course, typically studied by 14 to 16 year olds. rancornly-generated number s 1223 s he digi 2 has been sed twice in he four-digi number. ® Forthis algoriihm, array indexing starts at 1 dombte =2 Mevelgrade. 115 mporant ha a studont selec an Sppropiats ubjoc ot th projoct . y  LypIeatly y y
The player is asked to enter a four-digit number. This is compared to the randomly-generated four-digit ! val & 43 The function map has two parameters, a function £, and a list that is either empty ® can maintain theirinterest over a long fime period Introduction
Lo L : ) o 2 arr & [3, 5, 13, 43, 655, 872] (indicated as []), or non-empty, in which case it is expressed as (x:xs) in which x e s suitably challenging so that it will enable them to fulfil their learning potential
OCR numbe:. dEach Lndwlﬁfua:j'dlgl't e.nt(ter:ed bydthe Iplayer is i:o(;npare;i to ee;c.h dlg’[lrt1 within the r;'atﬁdomli/r; 3 left « 1 is the head and xs is the tail, which is itself a list. o will enable them to access the full mark range 1. AS and A level subject content sets out the knowledge, understanding and skills common to
generated number. a digit is In the randomly-generated number and Is In the same position In the . ™ . . .
forectliovestelion I randomly-generated number as it was in the player's number then the digit is a “bull”. If the digit is in the 4 right < LENGTH(arr) | | [1]2].[1] InTable 6, write the value(s) that are the head and tail of the list * canbe supported and assessed by the teacher. A LEVE L all AS and Alevel specifications in computer science.
g randomly-generated number but is in a different position then the digit is a “cow”. g WHili'i léef(tl:ftrlJrghrtight) DIV 2 n L1, 2,3, 41 i1 K It is the student who must decide upon the project subject, but it is expected that the teacher Specification Aims and objectives
ﬁgﬁ I The player has won the game when they have corrgctly guessed the four digit randomly-generated 7 IF Yal < arr [mid] THEN Table 6 should also be involved. Students can choose between: AQ Ag , Al speciications in computer science must build on he knowledge, understanding and kils
number. A record is kept of the number of guesses it took to guess the correct number. g Engght < mid o « Solution to a problem o . e peiente CO M PU TE R established at key stage 4 and encourage students to develop a broad range of the knowledge,
The program must work in the following way: 10 left €& mid + 1 . : ngilzttgieg;vs;f:;séa:oergtzllleiz Zggyd ?’:é?g?saniyfézmgn?g:ﬁ;:tﬁi‘::fcl)li;’etgi Zﬂztf:er’ understanding and skills of computing, as a basis for progression into further learning and/or
GCS E ﬁ 1) A randomly-generated four digit number is created. This number must have exactly four digits 1; ENgggiiE Tl but having one s likely to be useful. Examples of this type of project include: AS AN D SCIENCE employment.
COMPUTER eduqos between 0 and 9. All four of the digits must be different to each other. o The result of making the function call double 3is 6. o asimulation, eg of a business or scientific nature, or a well-known problem such as A-LEVEL H446 3. AS and A level specifications in computer science must encourage students to develop:
(gssg)l EN CE GCSE (9_] e 2) The player enters either the word ‘exit’ or a four-digit number. . m gfotr:glfot\?vsmiﬁ :Laecgtba;g;é ]:I?r:;r}?n::gv(;rllltjzrgfmlzlggzg :Ir(gggyn;?\yer:.)t needto useall . . . IIlZl . IZl Calculate the result of making the function call listed in Table 7. Et(t)::;gr?v(z:ﬁ:d?;.tl:glﬁiSConwav%ﬂs Game of Life) E CO M PUTER rorfistessesmentin 2017 e an understanding of, and the ability to apply, the fundamental principles and concepts of
Specification Com Pute a. Ifthe player denters exit then the randomly generated four-digit number is shown and the [5 marks] [1 mark] o a solution to data processing problem for a business, eg stock control, membership " SC' EN CE Version 2 (December 2017) computer science, including abstraction, decomposition, logic, algorithms and data
For teaching from September 2016 onwards rogram ends. systems i
— i WJEC Eduqas GCSE in b. ﬁth% player does not enter exit then the program must check that the value entered : : : Table o t:etsolution of an optimisation problem, eg production of a rota, shortest-path ﬁ?lg;l(g)sﬂ) representation
CO M PUTE R SC' E N CE er;ziit;c:; ::?;:Iii T-Z::J ?,-E:;ann appropriate message must be displayed if the value val left right mid arr[mid] Function Call Result proble:st, rogute ﬁnd-i;g il » WJEC Edugas GCE A ?fref;giﬂ%"fsmm I ::j ?bélizl :::1 a:)nz:)ylze ngb(l)e::: ig co_r;\p;t:\t(i:;nzl t:rtr;r;sd (t)h;c;ugh practical experience of
AEERERINED BY OFEUAL c. If the four-digit number entered contains repeated digits then an appropriate message map double [ 1, 2, 3, 4| Z :nczm :::ﬁo:z\eaw; iciz inneaTl(::ce createc maze COMPUTER 5S¢ el el st LT vin roblems, including writing program
d gtUSt gesisiljaged- ted until lid input i ived o a co:::'Iol stystemf, or:)feratled tus”u?g a device such as an Arduino board the capacity for thinking creatively, innovatively, analytically, logically and critically
. ep < shou € repeated until a valid input Is received. . . . .
] II@ . El Explain how you arrived at your answer to question II@ . @and the recursive Z :::s:lirv:tr:gz::r:;zzzn;f:;jgvtznr:é;:; tz::zlb:(;:zzc: the capacity to see relationships between different aspects of computer science
steps that you followed. ’
3) The program should check the player's number against the randomly-generated number. [3 marks] L i i i
S PECI FI CATI O N aF.) !?a digit in the p!"‘fyer’s nFLmyber ma.tches agdigit in the randorrillyggenerated number and is ' . o - - . ) !It‘rf:ttagjaetr:?rs]elects an area of the subject that they are interested in and conducts an S PEC' F | CAT | O N melnematieal sl ss setoutin he afoched amex
4 N ! J n the. s.a'me position Ehen one bull is counte('i.' . . nn ’ IZI Why Wouth the lglnar%/ Seir?)ch aslgg7o2rlthn%§gowrzl|; If)lgure 4 not work when the array investigation of this area, with the focus being on programming. For an investigation, the the ability to articulate the individual (moral), social (ethical), legal and cultural
. Teaching from 2016 b. !f a %lg#t in the plgyers number matghes a digit in the randomly-generated number but is arr contains [5, 3, ’ ’ ’ 17 [ mark] student would need a supervisor with some knowledge of the area being investigated. : opportunities and risks of digital technology
For award from 2018 in adi ereqt position then one cow is counted. N Examples of this type of project include: Teaching from 2015
: € c. An appropriate message should be displayed giving the number of bulls and cows. Forawardifrom 2017 Subject content
L= - " o machine learning algorithms
- - by the player. Ifho geess ' sUcceestul an Spopriat ‘sUBGecs message e dispiayed. A count of e e e . g Tutor foods Knowledge and understanding
= number of guesses the player has taken should be displayed to the player once the game is completed. o investigation into the use of neural networks, eg as a noughts and crosses player 4. AS and A level specifications must require students to develop a knowledge and
Specification o exploring large datasets for correlations, eg the World Bank’s datasets (see understanding of the fundamentals of computer science and programming including:
Pearson Edexcel Level 1/Level 2 GC! http://data.worldbank.org), and creating useful visualisations of these correlations to
F::rstteac'hinglfromSeptember2016 ° ° . ° ° ° . ° [ [ [ answer interesting questions e fundamentals of programming
Peter E J Kemp, University of Roehampton; Miles G Berry, University of Roehampton; Billy Wong, University of Reading — - st nestgaions, o hreananac s ot posse -
) k h ' k b ' h k b ’ d ' k END OF QUESTIONS 5 « the concept of data type, including primitive data types and complex data structures
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Table 9: 2016 GCSE Computer Science by region 120000 - The framework for English education at school level is largely deter- mation and communication technology), which had become devalued requirements are produced for A-level computer science. Three of the Table 10: 2016 Alevel Computer Science by region Grades by Gender - Computing
mined by three inter-related but independent components: the National by many students, parents and employers due to a focus on relatively four exam boards subsequently develop specifications in line with
Z Curriculum, which describes what should be taught in local authority mundane, user-level skills. these requirements. Of note are an open-ended coursework project, =
g maintained schools between ages 5 and 16 and is published by the and a requirement to know about a variety of programming paradigms. ® g
) e N =) -
7 . A 2 I3 government’s Department for Education; the specifications of GCSE 2012 After persuasive advocacy from The Royal Society, the video 2 P % & 8
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North West 701 77754 334 47.6 8552 256 49 52 46 In the data presented here, the focus is on the uptake of and achieve- of Engineering would be convened to provide expert advice on the con- conditions. Eor fEeS lnd 219 S5l 112 397 661 21 50 9994 2119 2053
East of England 553 66581 275 49.7 7420 11.1 27 5 52 47 ® course in th d A-level lificati in th ] f icul hich Id includ . d o 10000~ course ast ol Englan : : : : : :
West Midland 602 63950 256 425 6411 10 25 4.8 54 48 2 50000- ment in the GCSE and A-level qualifications in the 2016 summer ex tent of a new ICT curriculum, which would include programming an 2 South West 908 96688 103 34.6 545 5 53 9938 2118 2072
€S lalands . . . — i . . . o o . — i : : : : : i
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30000 - 16 in local authority supported schools. from the assessed work for GCSE computer science: thus pupils will 3004 -
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velopment Authority and the British Educational Communication and GCSE Computing be counted as a science for the English Baccalaaure-
Technology Agency. They reject the previous government's proposals ate (EBacc) school performance measure. 2018 Students will sit GCSE and A-level exams in ICT for the last time.
for a revised primary National Curriculum and announce a review of the The evidence we present here indicates that as a result there will be
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5.

following and writing algorithms

methods of capturing, selecting, exchanging and managing data to produce information
for a particular purpose

the need for and functions of systems software

characteristics of contemporary systems architectures, including processors, storage,
input, output and their connectivity

characteristics of networks and the importance of networking protocols and standards

the individual (moral), social (ethical), legal and cultural opportunities and risks of digital
technology

In addition, A level specifications must require students to develop a knowledge and
understanding of:

Skills

6.

7.

the importance of the efficiency of an algorithm; that this can be measured in terms of
execution time and space requirements, and that the efficiency of algorithms that perform
the same task can be compared

standard algorithms

the use of databases to store, retrieve and manipulate data, including database
programming and producing a data model

the need for and characteristics of a variety of programming paradigms

AS and A level specifications must require students to develop the following skills:

take a systematic approach to problem solving
design, write and test programs to either a specification or to solve a problem

articulate how a program works, arguing for its correctness and efficiency using logical
reasoning, test data, and user feedback

use abstraction effectively:

o to appropriately structure programs into modular parts with clear, well-
documented interfaces
e to model selected aspects of the external world in a program

apply computing-related mathematics

In addition, A level specifications must require students to:

know and understand how to write specifications for a programming solution
2

Annex: mathematical skills

Computer science uses mathematics to express its computational laws and processes.

Any accredited specification in computer science must contain a minimum of 10% mathematics.
Awarding organisations are free to include and assess a greater percentage of mathematics.
Students may be asked to demonstrate their knowledge and understanding and skills of
computational processes and problem-solving in both theoretical and practical ways. The following
list shows the key topics that will be common to all specifications in computer science.

For each topic below, while the concepts are Level 2 (though not all appear in GCSE mathematics
specifications), students will, however, be expected to apply the skills they acquire in a Level 3
context.

Topics:
e Boolean algebra
e Comparison of complexity of algorithms*
e Number representations and bases

*applicable to A level only due to its advanced nature.
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Academy converter 984 97291 370  37.6 2090 2.1 5.6 223.5 215.1 210.7

Further education 293 71288 113  38.6 1800 2.5 15.9 215.6 210.2 206.6

Other independent 587 36462 108 18.4 350 1 3.2 245 229.7 221.2
school

Community school 257 19388 71 27.6 295 1.5 4.2 215.9 211.9 207.8

Academy sponsor led 356 14564 55 15.4 200 14 3.6 205.1 188.8 185.1

Voluntary aided school 160 12870 45  28.1 215 1.7 4.8 221.2 206.6 196.6

Foundation school 157 10121 33  21.0 135 1.3 4.1 213.5 206.6 202.7

Voluntary controlled 25 2064 8 320 45 2.2 5.6 217.3 204.1 199.3
school

Free schools 16 to 19 11 969 6 54.5 65 6.7 10.8 227.4 209.3 206.8

Academy 16-19 converter 3 636 2 66.7 20 3.1 10 215.1 223.8 229.5

University technical col- 28 620 10 35.7 60 9.7 6 175.2 161 166

lege

Free schools 18 444 4 222 20 4.5 5 209.2 182.6 165

Studio schools 16 184 5 31.2 20 10.9 4 196.6 165.2 157.5

Academy 16 to 19 spon- 1 158 1 100.0 10 6.3 10 200.4 240 243
sor led

Institution funded 1 152 1 100.0 15 9.9 15 232.6 216.3 230

other government

6 32 2 333 X X X 197.8 X X

1 X 1 100.0 X X X X X X

2935 267706 835 284 5350 2 6.4 222 2114 207
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